WP 04: Identify Risks
HAZID identification process.
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	Cat
	Risk  Description / Risk Event Statement
	Risk Owner
	Date Identified
	Date Reviewed
Last
	Likelihood
	Consequence
	Severity
	Existing Controls (used to reduce severity)
(Reflect appropriate mitigation vs. Risk Description) 
	Likelihood
	Consequence
	Severity
	Risk Status
Open/ Closed/ Moved

	1
	S
	GNSS Signal spoofing; Pretending to be another satellite.
	MBIA
	Oct 1 2012
	Oct 1 2012
	Unlikely
	Moderate
	L
	 Requires Military intent and resources.
	Improbable
	Moderate
	L
	Open 

	2
	S
	GNSS Jamming; Denial of service by heavy transmission of data on the L1 frequency
	MBIA
	Oct 1 2012
	Oct 1 2012
	Possible
	Moderate
	M 
	Source of saturation likely to be quickly identified through Radio Frequency Spectrum Authority. Could be by international location – less likely to be effective in New Zealand because of isolation. Approach MBIA 

	Improbable
	Moderate
	L
	 Open

	3
	S
	GNSS Solar weather event effects
	CAA
	Oct 1 2012
	Oct 1 2012
	Possible
	Minor
	L
	 Previous predicted solar storm went unnoticed. Warnings of solar flares give some forewarning before the effects would be evident.
	Unlikely
	Moderate
	L
	 Open

	4
	S
	GNSS avionics not certified to standard
	CAA 
	Oct 1 2012
	Oct 1 2012
	Possible
	Minor
	
	 
	Unlikely
	Minor
	L
	 Open

	5
	S
	Avionics Standards not promulgated in sufficient time for required fitment
	
	
	
	
	
	
	
	
	
	
	

	6
	S
	Avionics certification process excessive cost and time to achieve target dates
	
	
	
	
	
	
	Need to streamline certification per type for light aircraft - connecting type with a list of acceptable GPS’s & ADS-B OUT transponders.
For larger legacy airframes, if not OEM certified,  operator – type – avionics match.

	
	
	
	

	7  
	S
	Transponder or power fails resulting in no ADS-B Output
	
	
	
	
	
	
	
	
	
	
	

	8
	S
	Transponder inadvertently deselected resulting in no ADS-B Output
	
	
	
	
	
	
	
	
	
	
	

	9  
	S
	Human Factors – pilot / controller issues
Operational procedure / phraseology issues
	
	
	
	
	
	
	
	
	
	
	

	10
	
	Failures / Part failures / combinations of failure
	
	
	
	
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	



HAZID evaluations:

All participants are asked to consider end-to-end [GNSS – Ground Stations – Power supplies - Data Link Communications – Processing – Human Factors / Engineering, technical maintenance, pilot, operator, controller, other] risks, and send them to the project manager for inclusion in the risk register. These will be reviewed at regular intervals throughout the Planning, Implementation, and operational phases for ADS-B.  
Consider.
Effect of failure of parts of the system (failure modes) Is there a history of similar circumstance?
Known equipment faults
What other equipment of the same type might have similar defects?
Which groups (and how many) technicians, pilots or controllers are subject to the procedures in question?
For a risk condition, consider what proportion of time is the suspect equipment or questionable procedure in use?
To what extent are there organisational, management or regulatory implications that might reflect threats to public safety?
Mitigation at best will eliminate the risk. If not, it must reduce the risk to "as low as reasonably possible" (ALARP). 
The remaining risk after mitigation represents the residual risk which must be clearly identified and the required actions determined from the "Risk Acceptability Matrix"
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	Catastrophic
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	Hazardous
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Table 1: Derived Risk Matrix 
		Risk Score
	Risk Rating
	Proposed new operation
	Existing operation

	
	Unacceptable
	The operation must not commence
	The operation must be discontinued until acceptable risk reduction measures have been implemented


	
	Improve
	The operation must not commence until risk reduction measures are in place and reduce the risk to acceptable level

	Risk reduction measures need to be identified and started within an agreed time frame

	
	Secure
	Operation may commence but close monitoring and revaluation is required
	Risk levels need to be monitored continuously to prevent escalation to unacceptable level; reinforcement of existing measures


	
	Monitor
	Operation may commence provided routine monitoring measures are in place
	Operation is monitored through routine measures (e.g. occurrence reports, FOQA etc.)


	
	Acceptable
	Operation may commence
	No specific action is required.



		Table 2: Risk Description
Methodology

The scales presented in the risk matrix are based on:

· Likelihood classifications contained in Appendix A, and
· Severity classifications derived using the Ministry of Transport’s cost estimates per fatality ($3.6 million), which sets the likely cost of a ‘Hazardous’ incident according to the descriptions in Appendix A. Based on this assumption, an impact modifier of N1.105  is then used to derive the scale. The cost values derived commensurate actual perceivable costs under the various degrees of severity.

The risks are then calculated by multiplying ‘likelihood’ (i.e. the probability of an incident) with ‘severity’ (the resulting impact of an incident).

All values (including the scales) are then transformed using a Log10 Function, and colour coded as follows:

	
	>2
	Unacceptable

	
	>1
	Improve

	
	>0
	Secure

	
	>-1
	Monitor

	
	<-1
	Acceptable
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